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1. INTRODUCTION

Wireless data communication is one of the fastest iggpwechnologies, and it is used in all sizes of
enterprises, small businesses and residential netwloikseing so quickly adopted throughout the world
because it provides numerous advantages to its usersniyaire business and residential users enjoying
wireless networking features, but governments are now iagatbis technology in their organizations. But
these advantages come with some quite serious secukityaml those who are planning to use this
technology should be aware of them. There are sesecakity problems associated with the deployment
of wireless networks which are now just coming to lighut as wireless technology prospers, the majority
of the security issues will be resolved over the passti®e.

In order to provide stronger security mechanisms, neshintdogies like Institute of Electrical and
Electronics Engineers (IEEE) 802.11have tried to etetrad level of security on wireless networks through
wired equivalent privacyWEP). The 802.11 standaj@] for wireless LAN communication introduced the
WEP protocol in an attempt to address security problaend bring the security level of wireless systems
closer to that of wired once. The primary goal of WERo protect the confidentiality of user data from
eavesdropping. But, unfortunately, the 802.11 standardtaitgovide any strong security via the WEP
protocol. WEP security is completely broken and offevgenl security for wireless networks. Currently
several organizations are deploying their wireless mésvbased on the IEEE 802.11 standard. They
consider that the security measures provided by the veradersufficient to prevent outsiders from
accessing their internal network’s resources. But itstout, this is not the case. All of these organizations
which rely only on their vendor provided security, aqgen for unauthorized used of their internal
resources. The deployment of wireless networks such a$18@iake the entire network vulnerable to
eavesdropping, especially because an intruder does not naeckss the network physically. As a result,
the attacker can now easily sit near the desired mietavad capture all the outgoing network traffic.

Unfortunately the WEP protocol is the only securitgasure taken by 802.11. It has many considerable
flaws in its design[7-8] which make the entire wireless network vulnerable tgp kind of attack.
Numerous impressive attacks are possible against the phdEgtol and have been widely publiciZ&g.

The majority of these papers revealed how 802.11 poorly ingoitsd the WEP protocol. 802.11 used the
WEP protocol to encrypt and decrypt the network traffite main problem associated with WEP is the
selection of the keys used by encryption algorithm. Thehar@em used to generate these keys creates
keys that are too closely related to each ofBerif an attacker captures adequate network traffic, it can
easily establish the set of keys needed to break thgpdion. This paper will describe that how IEEE
802.11 addressed security issues through WEP and whatathdegign problems WEP are. The IEEE
802.11 standard not only failed to provide any adequate confitisnand privacy through the WEP
protocol, but also failed to provide a strong authentinati@chanism. IEEE 802.11 does not provide any
strong access control technique which prevents unautdorizers from gaining access to the wireless
network. The shared key authentication is the only semutteentication mechanism provided by 802.11,



but unfortunately this authentication mechanism has also jr@¥en ineffective. This paper will indicate
some of the serious flaws of this security mechanisthvéll show how this authentication fails to prohibit
unauthorized users.

The major problem of wireless networks based on tf#=1B02.11 standard is that the network traffic is
not secure during the transmission. The IEEE 802.11 staddasinot provide any strong way to secure
data during transmission, and therefore allows attackersake active and passive attacks. The IEEE
802.11 provides security through WEP which only encrypts #te part of the entire frame. The frame
header is never encrypted by WEP and therefore alwayaldrin the clear. Consequently the frame header
is always viewable to anybody who has a wirele$wor& analyzer. In the same manner, the management
and the control frames exchanged between a clientrstatid an access point (AP) are never encrypted and
authenticated by the WEP protocol. Thus an attacker hpkedneedom to interrupt data frames during
transmission or use these frames in order to gairsadoea wireless network. In an infrastructure mode
station that wants to communicate with another statims to associate itself with an AP. For this reason,
APs periodically broadcast beacon management frames tvgth dervice set identifier (SSID) to show
their existence. Since these management frames cony&@@IDs also transmit in the clear, this allows an
attacker to easily capture these frames and use thetimeforown gain. Capturing these frames reveals the
key and allows an attacker to access the network.

The paper is organized in the following way: Section Zgmés an overview of the 802.11 WLAN which
describes the standard operational modes, authenticagtimods, and the WEP security protocol of
802.11. In section 3, we describe the possible attackssa@gdl@.11 shared key authentication method. In
section 4, we identify the fundamental flaws in the WW4eRurity protocol and the corresponding attacks.
Section 5 presents the general problems associating8@#H 1 wireless standard. Section 6 summarizes
the discussion by identifying more suitable key managérand a better WEP encryption architecture.
Finally, section 7 offers some conclusions.

2. Overview of 802.11 Wireless Networks

802.11, the first world recognized standard for wireless/ar&s, developed by a working group of the
IEEE in 1997. Two years later, the IEEE provided anrsite to the original 802.11 wireless LAN
standard called 802.11b which is also know8@2.11 high ratesr Wi-Fi. 802.11 specifies the standards
for building wireless systems that can provide 1-2Mbpsstrassion speeds in the 2.4 GHz band. The
802.11 standards provide specifications for the two lowersagf the open system interconnection (OSI)
reference model6]: the physical layer and the data link layer. The nabyective of IEEE for these
standards was to give wireless networks the same #trasghat of wired Ethernet networks. A wireless
station and an access point (AP) are the two majmponents through which 802.11 wireless systems are
constructed. Any standard PC that has a network intectrckwhich supports wireless communication can
be a wireless station. The wireless medium and the feetjuency (RF) are the two possible ways for a
wireless system to access an AP. A wireless staioncommunicate either with the wired system oh wit
another wireless station through an AP. In other warglsan say that the AP is a network device or a base
station for wireless stations which performs an egaehction calledoridging.

2.1 Operational Modes of 802.11 WLAN

According to 802.11 specifications, the wireless stationksacess point can be configured in one of the
two modes: ad-hoc mode, and infrastructure mode. Th& I&#.11 defines the ad-hoc mode as the

independent basic service set (IBSS), and the infrasteumode as basic service set (BSS). Ad-hoc mode
is a peer-to-peer type of networking, whereas the imfretsire mode requires an AP to communicate

between the wireless devices and the wired network.

2.1.1 Ad-hoc Mode (IBSS)

Ad-hoc mode is a peer-to-peer type of networking in whiglerye mobile station has a direct
communication links to the other mobile stations. Fvaobile station that wants to communicate with
another mobile station does not need anAi*s mode is also identified as IBSS, since all wielasbile
devices communicate with the others directly. In Ad-Hoode all the stations within the transmission
range are mobile (not fixed) and there is no direct eotion to the wired network, which makes it one of



the simplest WLAN configurations. In other words we say that the IBSS is the entire WLAN and only
those stations that communicate with each otherttlirace the part of this LAN. Since each station or
wireless device maintains its own existence, no nmiatee relationships exist in this mode. IEEE 802.11
does not specify routing paradigms, data forwarding or exchatgponpgy information among BS$3).

2.1.2 Infrastructure Mode (BSS)

In infrastructure mode all wireless stations withie BSS connect to an access point. The AP andeall th
wireless stations within the BSS share the same freyuange. Each station that wants to communicate
with another station in the same frequency range neuast all of its communication to the appropriate AP.
The AP acts as a bridge and forwards the received comatiani¢o the destination network that might be
the wired LAN or another wireless network. The BSS hacertain geographical area which consists of
wireless devices and one or more access points (RRs)helpful to think of the circle used to describe
BSS as the coverage area within which all the statanscommunicate with each other as long as they
remain the part of the same BSS. If a station chaitgesembership or move from its BSS, it can no
longer directly communicate with other members ofBISS. In order to make a large network or to extend
the coverage area of an existing wireless network, wecoanect several BSSs through a distributed
system (DS). Several BSSs, when combined in a singhe lgeographical area (also called extended
service area (ESA) within which members of an exendervice set may communicate), makes an
extended service set (ESBP]. A DS is a system used to interconnect a set of BS8 create an ESS.
The IEEE 802.11 specification does not further detail thigit@cture of a distributed system.

2.2 802.11 Authentication Methods

Authentication service is the only way available he {EEE 802.11standard to control LAN access. The
authentication service is used by all stations in a@lestablish their identity for those stations withich
they want to communicate. Those stations that wagbimmunicate with each other need to establish an
authentication first. If this authentication has natrbestablished between the two stations, an associat
will not be established. 802.11 standard does not marfuatese of any particular authentication scheme.
The IEEE 802.11 standard defines two types of authenticaiethodsopen system authenticaticemd
shared key authentication.

2.2.1 Open System Authentication

Every station which wants to authenticate itself fimhds a request for authentication which is handled by
the default authentication protocol for 802.11, called opgstesn authentication. This default
authentication protocol does not involve any encrypaoud decryption methods. This implies that the
entire authentication procedure is done in the cthargfore any client station can associate itseéH an

AP.

Open system authentication is considered an unacceptatblentication protocol because it does not
provide any security to the wireless LAN. All the plaixit data that exchanged among the stations within
the BSS can be listened by any station which makessagiagon with any AP. In this protocol the wired
equivalent privacy (WEP) is set to zero. The open esystuthentication protocol is frequently
implemented where simplicity is the core objective #ma network administrator does not want to deal
with security issues.

2.2.2 Shared Key Authentication

Any station that tries to join the network must autloate itself by the shared key authentication protocol
which provides authentication by means of a standard olyalleext and response, along with the shared
secret key. In shared key authentication, the clientostaends a request to an AP. The AP sends a
challenge text packet to the client station. In ordeutzessfully authenticate, the client must encrypt the
challenge text with the correct WEP key and send it batke AP. The client station will not be allowed
to associate with the AP if it does not have the prégesg. If it has a wrong key or no key at all, it will
completely fail the authentication procedure. The sah@ed secret key is not only used to authenticate
the station but also used to encrypt and decrypt thefdatees but it is considered a security risk for
WLAN.

Four frames are exchanged in the shared key authenticatiosgpesehown in figure 3
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A requesting station sends an authentication frame tdRheith the WEP bit = 1.

2 When the AP receives the initial authentication framegplies with an authentication frame
containing challenge text generated by the WEP engine.

3 In order to encrypt the received challenge text and tergenan integrity check value (ICV), the
challenge text and producing the ICV, the resulting fraesreent back to the responding AP with
the IV and ICV. The AP decrypts the received text usings#tme key sequence, and compares it
to the challenge text sent earlier.

4 If a match occurs, the responding AP replies with aheatication representing a successful

authentication. If match doses not occur, the respondifigsends a negative authentication

indicating failure.

2.3 Wired Equivalent Privacy (WEP) Protocol

The idea of securing wireless network traffic can besviewed by comparing it to the security offered in
wired networks. The IEEE 802.11 standard makes an effatdomplish this objective by means of the
WEP protocol which includes a mechanism for securinglegs LAN data streams. In order to prevent an
intruder from accessing the network and capturing thdegisd AN traffic, the WEP protocol uses Rivest-
Code 4 (RC4) and a 40-bit secret key for data encryptiime main intention of the IEEE behind the
design of WEP was to provide level of security and privamypgarable to wired Ethernet 802.3. But,
unfortunately, the WEP protocol adapted by 802.11 for securiagntreless network transmission is
inherently vulnerable to network exploitation. The builtigptography in 802.11 is by means of the WEP
security protocol, which is entirely broken and offexs neal security. Many papers have shown the
weaknesses of WEP and have proven that WEP does not psedadety which meets modern demands.
WEP uses a symmetric scheme in which the same keylgorittam are used for both the encryption and
decryption of dat#l].

2.3.1 WEP Encryption

The WEP protocol actually consists of two separateqe®es which are applied when it starts encrypting
data stream. WEP is the framework that enables emanyjot the 802.11 standafl]. Figure 1 shows the
WEP encryption algorithm. The WEP encryption procedurebsadivided into four steps, which are as
follows:

1. In the first step, a 40-bit secret key is concatenatgld a 24-bit initialization vector (IV),
resulting in a 64-bit total key size.

2. The resulting 64-bit key is input to the pseudo-random numberaten (PRNG).

3. Using an RC4 algorithm, the PRNG outputs a pseudo-randonegegrsce.

4. The resulting key sequence is then used to encrypt théydting a bitwise XOR.

The resulting encrypted bytes are identical in lengtthéonumber of data bytes actually transmitted, plus
the 4 bytes of integrity check value (ICV). This is hesma the resulting key sequence is not only
responsible for protecting the 32-bit ICV value, but aésponsible for protecting data. The WEP protocol
produces ICV by applying an integrity algorithm (CRC-32) oa fitain text in order to prevent any
unauthorized data modification during wireless transmissio
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2.3.2 WEP Decryption
To decrypt the data stream, WEP follows the given fap ptocess. Figure 2 shows the WEP decryption

algorithm.
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FIGURE 1 WEP ENCRYPTION ALGORITHNR0]

1. The IV (received from the incoming message) along with shared secret key becomes the
input of the WEP PRNG. The PRNG then generates thedqyeace (based on the input key)
necessary to decrypt the incoming message.

2. Both the cipher text and the generated key sequence ¢ogetduce the original plain text and

ICV.

3. The new ICV is computed by implementing the integrity &halgorithm (CRC-32) on the
recovered plain text which validates the decryption.

4. If the newly computed ICV is not equal to the one thas went with the original message, an
error is assumed and an error indication is sent batletsanding station.

5.
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FIGURE 2 WEP DECRYPTION ALGORITHNB]
3 Problems with the Access Control Mechanisms

As discussed in the preceding section, that the WEPigepuotocol adapted by 802.11 provides no real
security for wireless traffic because it has someom#égws in its design. Besides problems in the WEP
design, there are also numerous security problems witra¢bess control mechanism. This section
describes attacks against the 802.11 standard shared keytiaatlenmechanisms.




3.1 Problem with Shared Key Authentication

An attacker can easily break the protocol used for dhag authentication by a passive attack if he or she
has the knowledge of just one side of a mutual authenticatiazh\is going on between the client station
and an AP. The attacker does not need to have knowledgettofsides. The shared key authentication
works well as long as the “shared secret” is well mtetk and is not compromisgfil]. The random
challenge text is the only difference between differepesyof authentication messadd$ exchanged
between an AP and a client station which make rigifixed structure of the shared key authentication
protocol. The weaknesses of WEP, mentioned in the predeason, and the fixed structure of the
protocol together make it possible for an attacker tiyezeloit the wireless networks.

The attacker attacks by first capturing the second and riénrthgement messages exchanged between a
requesting client and an AP. The second message sent AR tivea requesting client contains the random
challenge text in the clear as shown in the Figur&&member that these management messages are
broadcast in the clear by an AP and a client statmthesattacker can easily capture these messages during
transmission. After receiving the second message fnem\P, the client station then uses the stream key to
encrypt the received challenge text and sends the thirdageess the AP which contains the encrypted
challenge text or challenge response with the correspgniV.

Let K be the stream key (based on the shared key plus V) pdoca specific packet arfd be the
packet data in plain text. Then RC4 encryption algorithm prodtipasr texiC by XORing the stream key
with the plain text. The fundamental property is as foltows

C = (K) XOR (P)

After the exchange of these two messages, the attadkerhas the complete understanding of the
challenge texP (plain text sent by the AP), the challenge resp@hgapher text which is encrypted by the
client who wants to authenticate) and the public I¥idgithe IV is public and it is transmitted in the clear)
After gaining all these indispensable things, the attackemow easily derive the pseudo-random stream
key using the following formula:

K =(C) XOR (P)

Once the attacker successfully derives the streamtkegsithe opportunity to authenticate itself with any
target network without even knowing the shared secretlkegrder to associate itself with a desired AP,
the attacker can now send a request authentication fraftes. receiving the request frame from the
attacker, the AP responds with the challenge text. fiheker can then produce the required cipher text or
challenge response. By XORing the two values togesitiea(n key and the challenge text) it will come up
with the valid authentication response frame. Theltathen implements the CRC-32 algorithm in order
to compute the new value of ICV. Next, the attacker sanddid authentication response message (cipher
text plus 1V) to AP, and finally associates with the biAP and joins the network.

Access
Point
authentication request
o
challenge text
encrypted challenge text
authentication respose >
-
FIGURE 3 WEP SHARED KEY AUTHENTICATION PROCEDURE1]
4 Problems with the WEP Encryption Algorithm

As mentioned earlier (see figure 1 and figure 2), thdampntation of the WEP protocol based on the RC4
encryption algorithm, which can be recognized as a streiphrer that takes a fixed length key and



produces a series of pseudo-random bits that are XORedheithlain text to produce cipher text and vise
versa. According to Borisov, GoldBerg, and David Warj@grthe usual way in which the WEP protocol
operates makes the stream ciphers vulnerable for wolifieyent kinds of attacks. The WEP protocol is
vulnerable mainly because of relatively short IVs angskbat remain static. The issues with WEP do not
really have much to do with the RC4 encryption algorifig]. With only 24 bits, WEP eventually uses
the same |V for different data packets that allowacketr to detect duplicate 1Vs.

If the same stream key is used to encrypt two diffeptain text strings and these two cipher texts are
forwarded to a certain destination, it can help an attack@ver the original plaintext. If an attacker
captures these two cipher texts during transmissias piossible for an attacker to obtain the XOR of the
two plain texts. Once the attacker has the completelkadge of the XOR by using the captured cipher
texts, it can then try to recover the original plain $e3y making statical attacks. These attacks become
frequent when most of the cipher text is encrypted udiegsame known shared key. If an attacker
successfully recovers one of the plain texts, he canrdwver all of the other plain texts. During the
transmission, if an attacker changes one of the bitsimthe cipher text, then at the destination where
decryption takes place, the corresponding bit withirréisevered plaintext will be changed.

As mentioned earlier, WEP can deal with these two problby means of an integrity algorithm and an
initialization vector. It implements an integrity algom (CRC-32) to make certain that a message has not
been modified throughout the wireless transmission. &cdn @acket, a new IV is used which results in a
different key sequence. Even though WEP has a defense agla@sst two problems, the poor
implementation of these two security measures resul®ar security. Furthermore, the deficiency in the
WEP encapsulation design arises from attempts to adaftt® an environment for which it is poorly
suited[5].

4.1 Problem with the (CRC-32) integrity check algorithm

Whenever a new packet arrives for encryption, the \p®Rcol operates the CRC-32 algorithm on plain
text in order to produce a new value for the ICV. The i€yart of the encrypted message and typically
consists of four bytes. The CRC-32 algorithm is linedrich means that it is possible to compute the bit
difference of two CRCs based on the bit differencénefmhessage over which they are taken. In addition, if
an attacker changesnumber of bits within a certain message, it will campewith a deterministic set of
bits in the CRC that must be changed in order to prodeoeract checksum for the modified messgje

In other words, if an attacker successfully computedbithdifference of two CRCs, which are based on the
bit difference of two dissimilar messages over whicly thre taken (since the CRC-32 algorithm operates
on the plain text in order to produce the corresponding €&Ge), the attacker can modify thebits
within the original encrypted message. Since an attatieerges bits prior to decryption of the encrypted
message, this allows an attacker to alter a random muaoibeits within the encrypted message and
properly adjust the checksum so that the resulting messtyedgstination appears valid.

4.2 Problem with the initialization vector

In the 802.11 WEP protocol, the IV is a 24-bit field whishconcatenated with the shared secret key in
order to produce the random key sequence. The key length (@#1¥its) is short enough to make brute
force attacks practical to individuals and organizatiorils faiirly modest computing resourcd$[ 16].As
shown in figure 1 and figure 2, the IV is sent independentithé clear, and it is known to everyone. In
other words, we can say that the 1V is included inuhencrypted portion of a wireless packet (the WEP
protocol only encrypts the payload, that is the frameylzoti CRC of each frame before transmission) so
that the receiver can know what 1V to use when degithe key stream for decryption (the sender and the
receiver both should have identical keys for encryptiod decryption). The IV is therefore not only
available to receiver but also available to attackeven though a new IV is used for each packet in order
to avoid the same key stream (since the IV is the paly of the total key which changes from time to
time, whereas the secret key remains constantgniadl space available for generating new IVs does not
ensure that a unique key stream is used for each negage A busy AP which constantly sends 1500
bytes packets at 11Mbps (in the case of 802.11B) will exhausiptiee of 1Vs after 5 hours (1500 x 8/
(11x1076) x 224 = ~18000 seconds = 5 hoy&)The amount of time may be even smaller than 5 hours,
since many packets are smaller than 1500 bytes.

One of the reasons of key stream reuse is the impridpenanagement. Since most of the vendors
implement static shared secret keys which remaingamainduring the entire network life. In other words,



the static nature of the shared secret keys emphdisigggoblem. Furthermore, 802.11 standard does not
provide any function that supports the exchange of keysgramtions. Consequently, users and system
administrators usually use the same keys for weeks, \catld even years. This gives attackers plenty of
time to monitor wireless traffic and detect duplicate. Ve reuse of IVs always results the reuse of key
stream (in this situation, when we have static shazexktkeys, the key sequence entirely based on V). If
an attacker captures two cipher texts during transmisstuich are encrypted by using the same key
stream, it is possible for an attacker to determieed®R of the two plain texts. Once the attacker has the
complete understanding of the XOR by using the captured cipkiy, it can then attempt to recover the
original plain texts. This situation becomes worse ifrttagority of the stations within the BSS make use of
the same key for encryption and decryption.

4.3 Attacks on 802.11 WLAN (Analytical Study)

The 802.11 standard for wireless networks includes the WERcptp used to protect wireless
communication from eavesdropping and other attacks. WEPweHsknown flaws in the encryption
algorithms used to secure wireless transmission. Duese ffaws, a number of attacks are possible, both
passive and active, that allow eavesdropping on, and tamperingwiieless transmission. The WEP
protocol is intended to enforce three main security d6éls

Confidentiality: The primary objective of WEP is to protect wirelessmmunication from
eavesdropping.

Access Control A second goal of the WEP protocol is to prevent unaistbdraccess to a
wireless network. The 802.11 standard includes an opticaiairéeto discard all
packets that are not properly encrypted using WEP. We dies@&dy described
the flaws in the shared key authentication mechanisrecinos 3.1.

Data Integrity: The third and the final goal of the WEP protocol is tiswe that a packet has
not been modified in transit. The integrity check fieddricluded in the packet
for this purpose.

In the remainder of this section, we will show thahe of the three security goals of the WEP protoal| ar
attained. We will also
describe the possible attacks against a wireless rletwo

4.3.1 Passive Attack

A passive eavesdropper can intercept all wireless trafftd an IV collision occurs. The attacker can
obtain the XOR of the two plaintext messages by simply K@Rvo encrypted packets that use the same
IV. In other words, if an attacker captures two ciptest packets which are encrypted using the same key
sequence (the key sequence will be same if an IV isdguse can obtain the XOR of the two plaintexts
by simply XORing the two captured cipher text packets.therowords, we can say that XORing two
cipher texts that use the same key stream (a key speaduced by the RC4 algorithm which is used to
encrypt the message) would cause the key stream to caicehd the result would be the XOR of the two
plaintexts. An attacker can infer data about the ceéstaithe two messages by using the resulting XOR of
the two plaintexts. Once an attacker gets two ciphes thgt use the same IV, several methods of attack
can be applied to recover the plaintexts.

For example, if two plaintext®.andP: are encrypted by using the same key sequikntee result will be
Ci andCerespectively.

Let  (K)=10011110, ¢P= 11101101, and (P= 10001111.
Then, (K) XOR (B = (10011110) XOR (11101101) = 01110011= C
(K) XOR () = (10011110) XOR (10001111) = 00010001= C

Suppose an attacker does not know anything about theegagrsce K and the plaintextsdnd R. He first
captures the two cipher texts &hd Gwhich are encrypted using the same key sequence K. Byysimpl



XORing the two captured cipher texts&hd G, he will come up with the XOR of the two plaintextisaRd
P:, as shown below.

(C:) XOR (G) = (01110011) XOR (00010001) = 01100010
(P) XOR (P) =(11101101) XOR (10001111) = 01100010

Therefore, this verifies that XORing two cipher textsich are encrypted using the same key sequence
results in the XOR of the two plaintexts which mightHmdpful for an attacker to infer data about the
contents of a message.

When such statical analysis is inconclusive based dntao messages, the attacker can look for more
collisions of the same I\f2]. It is possible for an attacker to recover a modesaber of messages
encrypted with the same key stream in fairly a shoretand the success rate of such analysis grows
quickly. Once an attacker gets success to recover the piaiinéext for one of the messages, the plaintext
for all other packets with the same IVs can be gasitovered by an attacker, since all the pair-wise
XOR’s are known. Since the pair wise XOR of every pAirplaintexts can be computed, and many
classical techniques are known for solving such prob[&éhsl8].

4.3.2 Active Attack
an Active attack is also known as’th@own Plaintext attack”.In an active attack, an attacker not only
intercepts the wireless communication but also modifiesvireless packets in transit. In order to know the
plain text of an encrypted message, an attacker can lugst somewhere on the Internet to send traffic
from the outside to a host on the wireless network. ddregents of such traffic will be known to the
attacker, producing known plaintext. An attacker can hseknowledge of plaintext to derive the key
sequence. There are also many other ways availabl#dm known plaintext.
Once an attacker derives the key sequence, he can ahaitgavithin the cipher text and construct correct
encrypted packets. The procedure involves capturing the dgktederiving the key sequence, changing
bits within the cipher text, and implementing the CRC482rithm to change the value of ICV, so that the
resulting modified cipher text appears valid at the destimarhe fundamental property is as follows:

K =(C) XOR (P)

Suppose an attacker knows the exact plairReor one encrypted messa@e He can use this knowledge
to successfully derive the key sequeKce

For example, if key sequence K =10100111 and plain text P =11000&0&sthting cipher text C will be
as follows:

Key sequence K ——» 10100111
Plain text P —»__ 11000101
Cipher text Cc — 01100010

When an attacker gets the cipher text (C = 01100010), &edkifiows the exact plain text (P= 11000101)
of the cipher text C, he can easily derive the key sexukrby XORing the two values together.

Plain text p — 11000101
Cipher text C — 01100010
Key sequence K —» 10100111

Once an attacker gets the key sequence K, any ciphdCig24....C), which is encrypted using the same
key sequence (K), can be easily decrypted by the attaekel,an attacker can then recover the
corresponding plain text {(,......... ,R) . For example, let K=10101101, P= 10010110, and
P2=11100011. By simply XORing the two values together, we ssftdly encrypt the plain text Bnd R,

and get the corresponding cipher texa@d G, as shown below:

Key sequence @ Kk— 10101101 Key sequence : «—— 10101101



Plain text pPp— 10010110 Plain text 2 P— 11100011
Cipher text ¢C— 00111011 Cipher text : E&—>» 01001110

Suppose an attacker knows only about the key sequeranedkhe two cipher texts.@nd G which he
captures during the transmission. In order to recovervbeplain texts Pand B, the attacker just XORs
the two captured cipher texts &d Gwith the key sequence:K

The basic property is tha® = C XOR K

Key sequence @~ K—» 10101101 Key sequence : «———» 10101101
Cipher text ¢ ——» 00111011 Cipher text : G——» 01001110
Plain text P — 10010110 Plain text : P———» 11100011

Since it is an active attack, the attacker can changenittin the encrypted message and adjust the value
of the ICV in order to obtain a correct encrypted \@rf a modified packet. In addition, there are several
well understood methods available which attackers cantaseake arbitrary changes to a message,
therefore the checksum of the modified message remamse as that of the original. The following few
paragraphs not only show the effectiveness of an aattezk but also verify that the integrity check
algorithm is not enough to assure the integrity of dateireless packets.

Let the original bits of a plain tel® = 11110101 and the key sequerkce 01011100101. In order to
compute the value of the CRC, the integrity check algoritihaduces generator polynomial G(x) for a
newly arrived message. Let G(X) = X2 + 1 (for simplicitve are ignoring the fact that the polynomial
generator in the CRC-32 algorithm is different from the we suppose). The CRC of this message at the
source can be calculated as follows:

Generator Polynomial = G(X) = X2+ 1 =101

Plain text = 11110101

Message after appending two zero bits = 1111@001

101 ‘ 111101000 11000100
104
10
_10.
00
00
00
_00¢
010
_00¢
101
_10y
00(
__Qpo
000
_000
000 —» CRC or Computed ICV

After attaching the CRC to the original message, thdtresll be 11110101000. The key sequence (K =
01011100101) is then used to encrypt the plain text (P = 111000ddy doing a bitwise XOR.

K=01011100101
P =1111010000
C =1010100101




The cipher text (C = 1010100Q1) will then be forwarded to the destination throughuimeless medium.
In order to successfully change the bits within a mesaadeadjust the CRC, the attacker performs the
following three step process:

i) Since the medium is wireless, the attacker can intethes cipher text and change one of the bits.

Bits of an original encrypted message 10101001101
After changing two bits of an encrypted message: 10114z

i) In order to successfully adjust the CRC of a modified grtedymessage (in this example, the CRC of a
modified encrypted message is representingyal the attacker uses the key sequence (for a direceactiv
attack, the attacker should know at least one of theam pxt or key sequence) to decrypt the modified
cipher text. The knowledge of the plain text can be used tstatie CRC of an encrypted message.

K=0101110001
C =1010111xyz
P =1111001rkt

After changing the bits of an original encrypted messagedeag/pting the modified encrypted message,
the attacker then computes the CR&E) (of a recovered plain text by reversing the procedure.

101‘ 111100100 ‘ 11000011
0%
101
_10;
000
_00(
00
00
001
_00§
011
_ogp
110
_10
110
101
011 —» CRCorlCV =rst

011 is the value of the ICV for the recovered plain t&kte attacker uses this value to adjust (or
completely change if required) the existing CRC value (1Qagla¢d with the cipher text. In other words,
attacker uses this value to compute the value of xyz.

K =0101110001

P =1111001011

C =1010111110

iii) After computing the new value of the CRC, the attacken tattaches it to the encrypted modified
message (that is, 101011110) and forwards it to the actual destination through the @geelink.
When this modified message is received at the destinatien WEP decryption engine decrypts the
received message by using the key sequence.

K =0101110Q01

C =1010111110

P =1111001011

The new ICV is computed by implementing the integrity chegkrithm (CRC-32) on the recovered plain
text message which validates the integrity of the dathe receiving station calculates an ICV that does



not match the one found in the received message (heneetvly computed ICV should equal to 011 that
was sent with the original message), an error is asdwamd an error indication is sent back to the sending

station.

CRC Verification Process

ICV Computation Pocess

101‘ 1111001011 11000011 101| 111100100 11000011
104 _ 1
101 1
10 _10
00 00
00 _o
00(Q D
_00§ _ 0
001 opyy
_00g _00
011 011
_00g _0
114 110
_10% i
111 110
_10% 101
101 011 —» New ICV
computation

_101
000—» CRC verification

The result shows that the new value of the ICV (011)gisakto the ICV received with the modified
encrypted message. This modified message is successfolivee by the receiver. Thus, this data
integrity failure not only implies that an attackenaaodify any content (for example, the position of a
decimal point in a financial document), but it also pesnaittackers to use the checksum to assure the
correctness of their decryption attempts. Thus the Wigeksum fails to protect data integrity, one of the
three main goals of the WEP protocol.

Representation of an Active Attack

Source
Station

IWEP RC%—»{ K:01011100101Ti
P=1111010 1111010DO0
CRC-32
Scee Cc=1010111110
Point

C=101011111C

C=1010100101

C=1010100101

Attacker

IC\V =icv j

P=11110011 g

Final
Destination

K=0101110010:




4.3.3 Table-Based Attack

In order to form a family of 2724 keys, the WEP protoam@atenates the IV, which is 24 bits long, with
the shared secret key. Every new transmitted packettseee of these 2724 keys and encrypts the data
using that key. To prevent eavesdropping and other attackgyHEfreprotocol uses a different IV, which
results in a different key sequence for every new outgaaaget. Since the stream cipher key can never be
reused[5], it obliges the BSS to change the base key (sharedt $&geas soon as its members have
consumed all of the 2 ~ 24 keys derived from the baseW&P defines no practical way to accomplish
this, so in practice WEP keys are not replaced fretjuemough to maintain the level of privacy. As
discussed previously, a single AP running at 11 Mbps will exhbhastpace of IV's after 5 hours. In other
words, the time is inversely proportional to the nambf APs. As the number of APs within the BSS
increases, it will ultimately reduce the time thaakes a key space to be exhausted.

Key sequence reuse can lead to a number of attacksnBehesi same key means that the WEP protocol
allows different packets to use the same key sequenceduoqa a cipher text, and this is the reason why it
is so important to avoid key reuse in RC4. Once the p&ihfor an intercepted message is obtained
through analysis of 1Vs collision, the attacker alsorisahe value of the key stream used to encrypt the
message. An attacker can use this key sequence to degyypthan message that uses the same V. After
capturing enough wireless packets, the attacker can buildalgbesof 1Vs and corresponding key sequence
In practice, WEP uses the same secret key amongeathémbers of the BSS and since the entire security
of the WEP protocol depends on these two keys (secretikdylV), it is clear that WEP requires a
different kind of mechanism to prevent one station fromguthe same IV that is already in use by some
other station.

This table requires a fairly small amount of storf¢2"24packets) X (1500 X 8 bits/packet) = ~ 24GB}).
Therefore, it is possible that a dedicated attackemcanmulate enough wireless packets to build up a full
decryption table. If an attacker successfully builds uplad&dryption table, the attacker can decrypt every
packet that is sent over the wireless link.

4.4 Migrating Shared Key Size from 40-bit to 104-bit

The IEEE standards committee for 802.11 accepts that the 3a(EERity protocol fails to meet its design
goal, but the committee widely attributes this failtoethe use of a 40-bit shared secret key. The
committee assumes that migrating from a 40-bit to akiOKey could increase the resistance of the WEP
protocol. As a result, in 802.11a the size of the shareétdeey increased from 40 bits to 104 bits. But
unfortunately, increasing the size of the shared s&esefrom 40 bits to 104 bits does nothing to increase
the WEP resistance to many attacks. We identified smintke reported attacks that do not involve the
secret key at all. Increasing the number of secret #egt are shared among all the stations within &% B
might play a role in increasing the resistance of tl&P\grotocol, but just increasing the number of bits in
the shared secret key does not make sdBfehas identified significant deficiencies in the WEP data
encapsulation that renders its data privacy claims mgkass, regardless of the key size. Increasing the
WEP key from 40 to 104 bits does nothing to increase WERBIstaace to attack. This is because the
deficiencies are related to how WEP uses cryptograpbtythe key size. WEP is actually vulnerable
because of its relatively short 1Vs (24 bits) and aethdey that remains static. The issues with WEP do
not really have much to do with the size of the shimmd With only 24 bits, WEP eventually uses the
same |V for different data packets, which results #meskey streams over and over. Once an attacker gets
the key stream, he can decrypt any cipher text encryptassing the same IV. The WEP’s usage of
encryption is a fundamentally unsound construcfljn Thus the WEP encapsulation remains insecure
whether its key length is 1 bit or 10000 or any othes sihatsoever.

5 General Problems Relating to the 802.11 Standard

The 802.11 standard defines limited support for confidentiafityireless data through the WEP protocol,
whose design contains significant flaws. The 802.1fidstal also fails to define strong authentication
mechanisms. Beyond these problems, there are some s@barity concerns that the IEEE standards
committee for 802.11 needs to address. In this section, iwaliscuss some of the general security
problems associated with the 802.11 WLAN standard.

51 Service Set Identifier (SSI D) Problem



The SSID is an identification value programmed in thet@\Rlentify the local wireless network. In other
words, the SSID is meant to differentiate networks fimm another. In infrastructure mode, any station
that wants to communicate with another station atisgts, must establish an association with an AP. In
order to establish an association with an AP, tiemtktation should know the correct SSID value of an
AP. By default an AP will periodically broadcast a beaframe[12], about 10 frames a second, to show
its existence and to announce its capabilities (see figjurlé a wireless station does not know the correct
value of the SSID, it is not able to associate itsgli an AP. In other words, the value of the SSID at

a simple password because when a client station connehts AP, it provides a kind of security measure.
The fact that an AP broadcasts the beacon manageraere &t a fixed interval which contains the value
of SSID is a problem. These beacon management frame®tprocessed by any privacy functids3],
which means that a wireless network and its parasiaer available for anybody who captures these
beacon management frames. Therefore, anyone who dbleaveoa correct SSID or has no SSID at all, is
able to receive this broadcast and gain access to thBé&dause the SSIDs are widely known and easily
shared, unauthorized users are also able to configeredwn stations with the correct SSID. Another
problem is the fact that most APs use default SSID'sviged by the manufacturers. For example, all
LinksysAP’s are set to the network name of “linksys”, whilss&® AP’s are initially set tétsunami’.
Because these default SSIDs are well known, not charitgingkes your network much easier to detect.
This implies that it is quite easy for an attackerdatermine a network’'s SSID and gain access to it.
Therefore, it is not a practical approach to impleng&®iD as a primary security measure.

SSID Time Beacon | Capability | Supported]  Other
stamp | Interval | Information | Rates Parameterg

Figure 4 Beacon Management Frame

5.2 Problems Caused By the Radio Broadcast

The radio broadcast waves that are used to connecesgreetwork devices do not simply stop once they
reach a wall or the boundary of a businglgds Instead, they continue to travel into parking lothep
business, and elsewhere in an expanding circle from dasltast point. These expanding circles of radio
waves create a bubble of transmission radiation. TRecagsed by these transmission radiations of radio
waves should be obvious. This implies that intruders can eayesdra network from wherever they can
set up a laptop to capture these radio signals. The |EHHasds committee for 802.11 WLAN specifies
that these radio waves can broadcast up to a 150 to 3Qfiskmce, but in reality, these radio waves travel
much farther.

The point is that eavesdropping is quite easy in the mronment. When a station sends a message
over radio transmission, anyone within the BSS equipped avshitable transceiver can intercept these
radio transmissions. Keep in mind that the 802.11and 802.11bNA\dtAndards operate in the 2.4 GHz
frequency range, which can easily be transmitted througis agtlistance of roughly a few hundred feet.
Furthermore, the 802.11 protocol inherently leaves thgsipal layer header unencrypted. These
unencrypted physical layer headers provide critical médion to the attacker. An attacker can intercept
wireless network traffic by using packet sniffers suctAmePeek, and AirSnort. These tools capture all
conversation on a network segment and provide a we#lteatures for dissecting this traffic. Once an
attacker captures enough wireless data, he can detetn@negin IDs and passwords through packet
analysis.

5.3 Denial-of-Service (DoS) Attacks in WLAN

Properly authenticated and associated clients are oftem @il access to the wireless network. Even
without cracking WEP encryptiofi4], attackers can access wired networks connected toitblesg one,
and perform illegal, embarrassing, or otherwise unddsiracts that reflect badly on the network
administration. Attackers can also spread viruses, andrpetbcal or remote Denial of Service (DoS)
attacks.

In a DoS attack, an attacker causes a system or arketwdecome unavailable for a certain time to
authorized users, or causes services to be interruptddlayed for a certain period of time. Wireless
networks are also vulnerable to DoS attacks due toaheenof the wireless transmission medium. In DoS
attack, enough interference can be generated by an ajtabkeis equipped with the powerful transceiver,
to prevent wireless devices from communicating with onetreer. Furthermore, a dedicated attacker



equipped with the proper devices can introduce abundant fregsievitheartificial noise and completely
disrupt the wireless network operation. The consequendiesd DoS attacks are a significant reduction
in performance, and sometimes the complete failurbesystem. It is quite hard to prevent an attacker
from launching a DoS attack, because wireless netwar&shehly susceptible to interference and
interception.

6 Theoretical Recommendations for Known IV Attacks

1 The IEEE standards committee for 802.11 WLAN specifies the 1V should change
whenever a new packet arrives for encryption. This igapthat the IEEE standard
committee does not require that a different IV is useadéch packet until it exhausts its
key space. In addition, the committee also does notfggemiv to select Vs, and in fact
many implementations use the 1V poorly, which makeseratvorse. We recommend
that the IEEE standard committee for 802.11 makes compulsenyse of a different IV
for each outgoing packet until it fully utilizes its dehile key space.

2 WEP is vulnerable because of relatively short 1ypi€ally 2*24) and shared keys that
remain static. The effectiveness of known 1V attackddbe reduced if all of the keys
(shared secret keys) and available 1V space that WHEjhalty defines for encryption
were utilized. It would ultimately increase the timd\fcollision. The IV field used by
WEP is only 24 bits wide, nearly guaranteeing that threes#v will be reused for
multiple messages. For example, in a large busy netwaddban 802.11 and 802.11b,
this reoccurrence of IV can happen after 5 hours (Shfeisnaximum time an attacker
has to wait for an IV collision). But according to ourcammmendation, this same
reoccurrence of IV can occur after 20 hours.

Reoccurrence of IV = [{(2) " (24) packets} {(1500 X 8 hizcket) (4 Shared keys)}/
{(12) ~ (6) bps}] = 20 hours

3 Whenever a new station boots up, WEP hardware inégthe value of the IV to zero.
For each outgoing packet, the value of the 1V is increetehy one. Initializing the value
of the IV to zero and incrementing each time a new paakéies gives attackers a
predetermined sequence of IVs to exploit, and thus incréfaseshances of known IV
attacks. We recommend that whenever a new statiors lgothe value of 1V should
initialized with a random number instead of zero. Thigaillization of the IV by a random
value greatly mitigates the chances of attacks and particatakes it difficult for an
attacker to launch known IV attacks and table-bagedlet on wireless networks.

4 Before encrypting each packet, a different value ofldutd be used with the secret key
in order to try to produce the maximum different key segeenthe same secret key
should be used until the available space of IVs is fullyaested. When the IV space is
fully utilized and the IV is reinitialized, the value ofethsecret key should be
incremented. This scheme significantly increasestitine of IV reuse and makes it
difficult for an attacker to break the WEP encryptioor Example, suppose the 1V field
used by WEP is only 2 bits wide, and suppose WEP uses amedskecret keys with the
IV to generate key sequences. The results of our supposifierssimmarized in tables 1
and 2. The two shared secret keys and the values ofel'dsafollows: SSK1= 010 and
SSK2 =100. IV = 2bits = {00, 01, 10, 11}.

Tablel:

In table 1, the IV and the shared secret keys are both incremented whenever a
new packet arrives for encryption. When the IV and shared secret keys are
both incremented upon arrival of a new packet, repetition of the same key will
occur just after the sequence number 4. Thus in this technique, the same key
gets used after 27N initialization vectors, where N is the number of bits
available for IV.




TABLE 1 Normal Key Sequence Generation

Sequence Number Initialization Vector Shared Secret Key (SSK)
(V)

1 00 010
2 01 100
3 10 010
4 11 100
5 00 010
6 01 100
7 10 010
8 11 100
9 00 010

Table 2:

According to our recommendation, only the IV part of the key sequence
increments upon arrival of a new packet for transmission. The shared secret
key remains the same up to 2*N initialization vectors, where N is the number
of bits available for IV. In this way, the reuse of the same key will occur after
sequence number 8. This technique ensures that the secret key will be paired
up with the entire IV. Thus our recommendation significantly increases the
time between key reuse, typically after {2 X (2 N)}.

TABLE 2 Recommended Key Sequence Generation
Sequence Number Initialization Vector Shared Secret Key (SSK)
(V)
1 00 010
2 01 010
3 10 010
4 11 010
5 00 100
6 01 100
7 10 100
8 11 100
9 00 010
5 Assign a special ID or pointer (a pointer which is neardy showing that which shared

key this pointer belongs to) to each shared secret leegeamds it with an 1V in clear.
6.1 Simulation Results

The following graph shows our simulation results basedlole number 1.
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The following graph is based on the proposed way fok#lyesequence generation. Our simulation results
clearly show the effectiveness of the proposed key geoermaechanism. The following graph can be used
to observed that how we can improve the security of 80&irEless network.
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New Architecture of WEP Encryption Based on Above Recomendations
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7 Conclusions

This paper highlights several deficiencies in 802.11 secumplementations from the standpoint of
authentication methods and WEP security protocol. Itldhioa clear from the above discussion that the
design committee of 802.11 WLAN failed to provide robust secuhitough WEP and access control
mechanisms. Furthermore, the WEP protocol failsttiwiraits three security goalsonfidentiality, access
control, and data integrity In addition, the standards committee for 802.11 left mainthe difficult
security issues such as key distribution, key managenrehta atrong authentication mechanism as open
problems. As a result, many of the organizations depdpyiireless networks based on 802.11 standard are
at risk of compromise.

Although the 802.11 has been widely accepted in severahiaagions as a viable replacement to wired
LANSs, it is still in its infancy as far as securig/concerned. Thus the end result of this paper is thst of
the deployed 802.11 wireless networks are at risk of compramiddehe IEEE standards committee for
802.11 needs to urgently address these open issues.

This paper presents the two access control mecharsapyorted by the IEEE 802.11 standard for
preventing unauthorized users from accessing the inters@alirces of a wireless network. One approach is
called open system authentication, and is considered authérdication. The second approach is shared
key authentication, which provides a better degree ofeatittation than the open system approach.
However, this authentication mechanism also has sonmusdtaws in its design, which we described in
this paper. We also presented some fundamental equatipriiedeto break the authentication process.

We have presented a brief discussion of a protocol célleR, and identified some related problems that
help clarify why the WEP encryption protocol fails toeet its design goals. This paper cites two
fundamental problems with the implementation of the \igEdRocol. The first is the small space available



for generating new Initialization Vectors. The seconabfam is the linearity of the checksum used in the

WEP protocol. Based on these two fundamental probleergioned above, there are a number of attacks
possible against wireless networks which seriously uniderrie security of the system. The possible

attacks are: passive attack, chosen cipher text atedle;tbased attack, and known plaintext attack (also
known as active attack). These attacks are effectjanat both the IEEE 802.11 standard and the IEEE
802.11 high rates or Wi-Fi (an extension to the original BD&tandard). In this paper, we have described
all of these attacks in great detail and also demdesditheir effectiveness with some analysis.

Another problem was the question of what key size shbelused in the WEP encryption algorithm. IEEE
802.11 and IEEE 802.11b use a 40-bit shared secret key with 4mlg&ithm for encryption. However,
some papers have suggested that the size of the sharedksscshould be increased. They claim that
increasing the size of the existing shared secret key woake it more difficult for an attacker to crack the
key. As a result, in 802.11a (an extension to the ofi§62.11 standard) the size of the shared secret key
increased from 40 bits to 104 bits. In this paper, we baedly presented this issue as well and discussed
that increasing the size of the shared secret key mating to increase WEP's resistance to attack. No
matter what size of the shared key being used, the 802.1INVi& 4till as vulnerable to eavesdropping as
it is with the original 40 bit shared key,

We also described some of the general problems as=mbeisth 802.11 WLAN, such as the service set
identifier (SSID) which is periodically broadcast by ARghin the beacon management frame. We also
discussed the Denial of Service attack and the attadkarthpossible due to the broadcast infrastructure of
802.11 wireless networks. Finally we presented some possiloittons to a number of problems discussed.
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